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	[bookmark: _Hlk219975219]Job Title:
	Cybersecurity Engineer 
	Job Category:
	

	Department/Group:
	Computer Service/ Service Division
	Tested
	No

	Exempt:
	
	Classified:
	No

	Level/Salary Range:
	$25.09 - $50.15/hour, 40 hours per week
	Position Type:
	Full-Time
	Appointed:
	No
	Hours
	M – F 8:00 a.m. – 5:00 p.m.

	Summary

	The Cybersecurity Engineer supports the Information Systems Manager by implementing and enforcing the City’s cybersecurity program, monitoring systems, managing vulnerabilities, responding to incidents, and maintaining security policies. They work with IT staff and departments to keep City technology secure, compliant, and aligned with best practices.

	Job Description

	Supervisory responsibilities
No supervisory responsibility at this level. 
essential duties and responsibilities (the below examples of essential duties and responsibilities are meant to be descriptive, not restrictive)
· Monitors security dashboards, system logs, firewall alerts, network activity, and other data sources for signs of malicious or suspicious behavior.
· Reviews security bulletins and vulnerability advisories to determine relevance to City systems and infrastructure.
· Tracks firmware versions, software patch levels, and system configurations to quickly assess exposure to newly released threats.
· Leads investigations and response actions related to security incidents, alerts, or user-reported concerns (e.g., phishing, malicious links, credential disclosure).
· Develops, maintains, and facilitates testing of the City’s Incident Response Plan
· Conducts regular audits of system logs, firewall logs, authentication logs, and access activity to identify anomalies or policy violations
· Supports compliance-related audits (e.g., CJIS, public records, regulatory cybersecurity requirements)
· Performs internal and external vulnerability scans on a scheduled basis
· Tracks patch compliance and missing updates across all City technology assets
· Manages patch deployment for City-managed desktops, laptops, and tablets through the Unified Endpoint Management (UEM) system
· Maintains, reviews, and updates security configurations and policy settings within the City’s protective software platforms (e.g., antivirus, endpoint protection, threat detection tools), ensuring they reflect current best practices, emerging threats, and operational needs
· Performs periodic audits of these configurations and policies to verify proper enforcement and effectiveness
· Administers the City’s cybersecurity awareness program, including phishing simulations and periodic training
· Provides guidance to staff on best practices such as password hygiene, email security, safe browsing, and social engineering prevention
· Ensures alignment with applicable frameworks and regulations including NIST, CJIS requirements, and Ohio HB 96 cybersecurity mandates
· Maintains detailed documentation of cybersecurity procedures, system configurations, and security program activities
· Assists in cybersecurity planning for new technology deployments, upgrades, and system changes
· Provides essential end-user support as a core function of the role, including in-person desk-side assistance, phone support, and remote troubleshooting. This responsibility, shared by all team members, is crucial for maintaining City employee productivity and ensuring a positive user experience. Support includes addressing a variety of IT issues, such as hardware and software troubleshooting, network connectivity, and account access, with an emphasis on responsive and professional service.
· Performs other duties as required.
Licenses, certifications and education
At least one of the following network administration certifications is required for this position: 
· CompTIA Security+
· CompTIA CySA+
· ISC2 CC (Certified in Cybersecurity)
· Certified Ethical Hacker (CEH)
· GIAC Security Essentials (GSEC) 
AND/OR
· Associate’s degree or higher in Cybersecurity, Computer Science, Information Technology, or related field 
other knowledge, skills and/or abilities
· Strong understanding of cybersecurity principles, threat vectors, and defense techniques.
· Familiarity with security frameworks (NIST CSF), logging and SIEM practices, vulnerability management, and incident response methodologies.
· Knowledge of Windows and Linux systems, network concepts, authentication models, and cloud-based services such as Microsoft 365.
· Excellent analytical and problem-solving skills with the ability to investigate ambiguous situations.
· Ability to clearly communicate technical security information to non-technical staff.
· Strong organizational skills with the ability to manage multiple priorities.
· Ability to establish and maintain effective working relationships with staff, management, law enforcement, and external partners.
· Strong attention to detail and documentation practices
physical demands
The physical demands described here are representative of those that must be met by an employee to successfully perform the essential functions of this job.  Reasonable accommodations must be made to enable individuals with disabilities to perform the essential functions.
This job is primarily sedentary, involving minimally difficult lifting, pushing, and moving of objects that could weigh up to 50 pounds.  The job also requires a moderate amount of time standing walking, bending, climbing, stretching; and the regular repetitive use of arms and hands, pushing, pulling, and manipulating objects. Must be able to use hands, eyes, and fingers to operate computer equipment. 
WORK ENVIRONMENT
The work environment characteristics described here are representative of those an employee encounters while performing the essential functions of this job.  Reasonable accommodations may be made to enable individuals with disabilities to perform the essential functions
This job is accomplished primarily indoors, protected from weather elements, but not necessarily in climate-controlled indoor conditions.  It may also require travel to remote sites within the City.
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